OARHQ File Server Access

(Updated 04/14/04)

All OARHQ Computer users have access to a file server to store documents on the network and share documents with other users on the network.  Access to a user’s file server space is typically represented as the “S: Drive” on a user’s computer.  In addition to the “S: Drive” Computer Services is now providing an “R: Drive” for access to shared division files.
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File Servers are designated by a server name such as “OAR37” displayed on the left.  

Division Folder – Each group within OARHQ has a Division Folder which is now accessible as the “R: Drive.”  For example, the “IMD_user” folder highlighted to the left would be the “R: Drive” for users in the Information Management Division.  Shared resource folders can be created for users in that division to store files they collaborate on (like the “metis” folder in the example).

Home Folder – Within each Division Folder the employees of that division have their Home Folder based on their login user name (i.e. Joe Smith’s Home Folder is “joes” like his username).  Users can access their Home Folders as the “S: Drive” on their computers.

Mail Folder – Inside each user’s Home Folder the user has full control over any files or folders they create with the exception of the Mail Folder.  This folder is the location of the “Local Mail” archive from Netscape and can only be accessed by the owner of the Home Folder (i.e. “joes”).

Access Permissions

Types of Access

There are seven basic access permission settings that a user can have to a folder or file.

· Full Control – The ability to create new files and folders, modify existing files and folders, delete existing files and folders, and set permissions on files and folders.

· Modify – The ability to read and write files, but not the ability to create files or folders.

· Read & Execute – The ability to read existing files and folders and run programs from files in that folder.  This ability includes the ability to List Folder Contents.

· List Folder Contents – This ability only allows a user to view the files in a folder.  It will only appear on folders and does not appear as an option for files.

· Read – The ability to read existing files and folders.

· Write – The ability to create new files and folders

· Special Permissions – The ability to perform very specific tasks on a folder or file (for example, the ability to Change Permissions only, the ability to delete only, or the ability to create new files but not folders).

Default Access Permissions

The default permission settings for each type of folder are as follows:

· File Server – Can only be accessed by the OARHQ Computer Service Staff, shared folders can be created for access by users (such as the “Application” folder in the example above), the default permission setting for these type of folders is that Everyone has Full Control of them.

· Division Folder (R: Drive) – Members of the division have Full Control of all folders and files in the folder, except for the Home Folders in the folder.  By default users have No access to division folders outside of their own.

· Home Folder (S: Drive) – Individual users have Full Control of their Home Folder and all folders and files within.  Users have No access to each other’s Home Folders.

· Mail Folder – Individual users have Full Control of their Mail Folder and all folders and files within.  Users have No access to each other’s Mail Folders.

Changing Access Permissions

If a user has Full Control access permissions for a file or folder, then that user may change who they allow to access that folder or file and the type of access that they grant that user.  Changing access permissions can be accomplished by looking at the “Security” tab under the “Properties” of the file or folder (by right-clicking on the file or folder and selecting “Properties”).

NOTE:  Computer Service does not recommend changing the default security settings of a file or folder as it is possible to make your files accessible to a wider audience than intended or lock yourself out of your own files completely.  If you need assistance changing access permissions please submit a request to Computer Services.

There are two special circumstances where Computer Services will change the access permissions on a file or folder.

1) Supervisor Request – If Computer Services receives written authorization from a user’s supervisor to grant access to that user’s Home Folder to another user (including the supervisor themselves), then Computer Services will change the access permissions on that user’s Home Folder according to the request of the supervisor.  The access permissions on a user’s Mail Folder are not subject to change based on a supervisor request without the consent of the user.

2) User Departure – In this case the permissions on that user’s Home Folder will be set to default of the Division Folder (i.e. each member of the division has Full Control of all folders and files in that folder).  The Mail Folder of the user will continue to only be accessible by the user, but the supervisor may now request others to be granted access to the departed user’s Mail Folder.

Privacy and Disclosure

It is important to note that in compliance with DOC policy the OARHQ security policy states:


“Federal computer systems are the property of the United States Government and are for authorized use only.  Users (authorized or unauthorized) have no explicit or implicit expectation of privacy.  Any or all uses of these systems and all files on these systems may be intercepted, monitored, recorded, copied, audited, inspected, and disclosed to authorized site, NOAA, and law enforcement personnel, as well as authorized officials of other agencies, both domestic and foreign.  By using these systems the user consents to such interception, monitoring, recording, copying, auditing, inspection, and disclosure at the discretion of authorized site or NOAA personnel.  Unauthorized or improper use of these systems may result in administrative disciplinary action an civil and criminal penalties.”

